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ITia" BeITOJIHEHWS 1a00PATOPHOU PAOOTHI

1. IIpoBecTn uccieq0BaHMA AOCTYNHBIX CTATHYECKHUX AHAJIHU3ATOPOB
AJs1  BbLIOPAHHOI0O KOMAaHAOW cTeka pa3padorku (0oJbLIOH, HO He
BCe00bEMJIIOLIUIT [cmucok]

(https://owasp.org/www-community/Source Code Analysis Tools))

eoe [~ [ )] owasp.org 2 N
(0]
PVS- .
i Source C, C++, C\#
Studio
or Free

Static code security analysis for C, C++, C#, and
PVS- Comme Java. A commercial B2B solution, but provides several
Studio rcial free [licensing options]

(https://www.viva64.com/en/b/0614/).

PVS-
Studio
Analyzer

2. BbiOpaThb MHHMMYM [JBa M3 CJEIYIONUX BHAOB CTATHYECKHUX
aHAJIU3AaTOPOB:

a. a”HamM3aTop kayecrBa koaa (mpumep - Checkstyle)

b. anaausarop O6e3onacHoctu koaa (Ilpumep - Gosec)

c. CPEeACTBO MOHMCKA YYeTHbIX JaHHbIX/cekperoB (IIpumep -
Trufflehog).

Anammu3aTtop PVS-Studio BbIsSBIsIET HE TOJBKO ONEYaTKU, MEPTBBIN KO U
JIpyrue ommOKM, HO M MOTeHIMaNbHble ys3BUMOCTU (Static Application Security
Testing, SAST). Anammzatop otoOpaxaer mnpenynpexiaeHus nHa Common
Weakness Enumeration, SEI CERT Coding Standards, a Taxxe momaep>KuBaeT

crangapt MISRA.


https://owasp.org/www-community/Source_Code_Analysis_Tools)

3. lo6aButh B moctpoenHoM mnairiaitne TeamCity miaru, Ha KOTOPBIX KOJ
MPOBEPSAETCS CTATUYECKUMHU aHaJU3aToOpaMH M, B cliydae OOHapy>KeHUs Mpodsiem
MaKCUMaJIbHOW KPUTUYHOCTH [IJI1 BBIOpAHHOTO aHanm3aTopa (IJIs aHamu3aTtopa
oe3onacHoctu - CRITICAL, nns ananuzaropa kadectBa koja - BLOCKER, ms
CpeJ/ICTBa MOUCKA CEKPETOB - JTIF000I 0OOHAPYKEHHBIN MapoJib), OWJI 3aBEPIIACTCS C
OITNOKOM.

I[O6aBI/IM mar, B KOTOPOM 6y,Z[€T IMPOUCXOJUTL IIPOICCC aHaJIn3a

CEpBEPHOTO KOJIa:

Administration /

1 Build

1 warning

General Settings

3 <Root project> /

i Elya Igor Alex

Run .. | Actions~

Go to build configuration page

Build step enabled.
Version Control Settings 1
Build Steps 4 Build Steps
Triggers 1 Inthiss an configure the seque f build steps to be executed. Each build step is represented by a build
. . runner ntegration with a uild or test tool
Failure Conditions
Build Features 1 + Add build step Reorder build steps 7 Auto-detect build steps
Dependencies
Build Step Parameters Description
Parameters
Agent Requirements 1. Analize and Command Line Edit | =
, ConvertAnalysisResults Custom script: apt install apt-utils -y (and 28 more lines)
StggesSons Execute: If all previous steps finished successfully
« Hide unconfigured 2. Docker build Docker Edit | =
Docker build; Dockerfile location: Dockerfile ; context
directory: .
) ) Execute: If all previous steps finished successfully
Last edited moments ago by admin
(view history) 3. Docker push Docker Edit | =
docker push photolife/medhelper:latest; remove image(s)
View as code after push
Execute: If all previous steps finished successfully
4. Connect SSH SSH Exec Edit | =
Target: 192.168.31.4
Port: 22

Commands: cd /home/auto-server

docker pull photolife/medhelper

docker compose up -d

Execute: If all previous steps finished successfully




Paccmotpum mrar «Analize and ConvertAnalysisResults»:

Build
General Settings Build Step (1 of 4): Analize and ConvertAnalysisResults + Add build step »
Version Control Settings
. - Runner type: Command Line
Build Step: Command Line
Triggers
Failure Conditions Step name: Analize and ConvertAnalysisResults
Build Features
D encies
cRERdencie Execute step: IF all previous steps finished successfully Add condition ~
Parameters
Agent Requirements Working directory:
Suggestions
« Hide unconfigured Run: Custom script

Custom script: « Enter build script content:
apt install apt-utils -y
Last edited 18 minutes ago apt-get update -y
by admin (view history) apt-get install qtS-qmake -y
apt-get install cmake -y
View as code apt-get install gt5-default -y
apt-get install qtbaseS-dev -y
apt-get install build-essential -y
apt-get install wget -y
wget -q -0 - https://cdn.pvs-studio.com/etc/pubkey.txt | apt-key add - -y
wget -0 /etc/apt/sources.list.d/vivab4.list https://cdn.pvs-studio.com/etc/vivab4.list
apt-get update -y
apt-get install pvs-studio -y
pvs-studio-analyzer credentials 817601@mail.ru 5DMG-77B4-25N1-2WGF
cd ./untitled9
rm -f compile commands.json
rm -f moc*
rm - Makefile
m .f *an

Format stderr outputas: | error v

Docker Settings

Run step within Docker
container:

Pa36epem noapoGHee custom script:

#Ycmanosum apt-utils u 06HOBUM UHOEKC NAKEMO8:

apt install apt-utils -y

apt-get update -y

#Yemanosum Qt u komnunamopul

apt-get install qt5-qmake -y

apt-get install cmake -y

apt-get install qt5-default -y

apt-get install qtbase5-dev -y

apt-get install build-essential -y

apt-get install wget -y

#Ycmanosum nenocpedcmeenno pvs-studio

wget -q -O - https://cdn.pvs-studio.com/etc/pubkey.txt | apt-key add - -y
wget -O /etc/apt/sources.list.d/viva64.list https://cdn.pvs-studio.com/etc/viva6b4.list
apt-get update -y

apt-get install pvs-studio -y

#/[obasum nuyensuro pvs-studio



pvs-studio-analyzer credentials 817601 @mail.ru SDMG-77B4-25N1-2WGF
#llepeiioem 6 nanky cepgepa:

cd ./untitled9

#Yo0anum cmapule coopku u cmapwie éepcuu gaiinos:

rm -f compile commands.json

rm -f moc*

rm -f Makefile

rm -f *.0

rm -f untitled9.pro

rm -f strace out

rm -f pvs.log

rm -f pvs*.tasks

#lIposedem mpaccuposky KomMnuiayuu (cobepem npoekm):
gmake -o Makefile untitled.pro

make clean

pvs-studio-analyzer trace -- make

rm -f moc*

#Yoanum cmapyro oupekmopuro 015l COXpaneHusi omuema u co30a0uUM HOBYI0.
rm -R ./report

mkdir ./report

#3anycmum ananusz Hawezo cepsepa.

pvs-studio-analyzer analyze -1 /root/.config/PVS-Studio/PVS-Studio.lic -o pvs.log
—disableLicenseExpirationCheck

#Coxpanum omuem 6 gpopmame .html 6 cozoannou nanxe:
plog-converter -a GA:1,2 --renderTypes fullhtml -t tasklist -o ./report/ pvs.log

#3amenum «anvuuusviey err npocmo Ha 1, umobvl KOppekmHo Hatmu
Kpumuieckue ouuoKu:

sed "s|pvs-studio.com/en/docs/warnings/ 1 err  Help: The documentation
for all analyzer warnings is available here:
https://pvs-studio.com/en/docs/warnings/.|1
Jreport/pvsl.tasks

|H

Jreport/pvs.tasks >

sed "slerr  Renew|l|" ./report/pvsl.tasks > ./report/pvs2.tasks



#HatineMm err B otdeTe (ecim err Oyaer HaiaeH, To kox — 0, naade — 1):
grep -r 'err' ./report/pvs2.tasks

#Boigeoem 6 ciyuae oOHapyscenus err 6 omueme ko0 1 (eciu owubox nem, mo 0):

if [ $?-eq 0]
then
exit 1
else
exit 0
fi

[Tocne co3znanus mara HacTpouM iyt Arthifact, To ecTs nponuiem B HUX
NyTh CO3/JaHHOM Nanku report, 4ToObl MOCIE YCHEIIHOTO BBIIOJHEHHUS COOPKHU

oTué€T aHanM3aTopa OyJIeT JOCTYIEH B apTedaKTax:

Administration

Run | .. Actions ~ Go to build configuration page
Build
General Settings Mame Build
Build configuration ElyalgorAlex_Build Regenerate ID
1D:
Description:
Publish artifacts: Always, even if build stop command was issued
Artifact paths: /untitled9/report/
g
Hid n 1
J ctor t
folde tor
Last edited 15 minutes ago
by admin (view history)
|
View as code |
H Feedbac TeamCity P 2022.04.4 (build 108763) License agreement
available!




Taxke MOXXKHO chenaTh Tak, YTOOBbI OTYET aHAIM3aTOpa OTOOpakajcs Ha
CHELMATILHON BKJIaJKe O0T4€Ta O ceaHce cOopku. i 3TOro HE0OXO0AUMO MEepenTH
B HAaCTPOMKH MPOEKTa, OTKPBITh 'Report Tabs' u 1060aBUTh HOBYIO BKIIAJIKy OTUYETA

coopku ('Create new build report tab').

Administration

dr at oot p t Actions ~ Go to project page
Elya Igor Alex 1 warning 2 info items

General Settings + Create new project report tab =+ Create new build report tab

VCS Roots

ReportTabs Build Report Tabs

Parameters
Connections 1
Tab Title Start Page
SSH Keys
shared RESOUNces Code Coverage (inherited project “<Root project> coverage.ziptindex.html
Meta-Runners
T:::::ZT:SS Project Report Tab§
Cloud Profiles
clean-up Rules
Versioned Settings
Artifacts Storage
NuGet Feed

suggestions 1

« Hide unconfigured

|

B okne noGaBneHus Bkiaaaku B mose 'Start page' HeoOX0AMMO yKa3aTh MyTh

K (paitnny 'index.html' oTHOCHTENTEHO KOPHEBO MANKK apTePaKTOB:

Edit Report Tab Settings

Tab Title: * Pvs-Studio-REPORT

Get artifacts from:* Elyalgor Alex / Build

uratic

Latest Finished build
Build branch Filter:

+1 % #
ne-geln r h 0gic P
Start page: pvs.fullhtml/index.html 0
Relative path from the root of build's artifacts to a start page of the generated report
To reference a file fr an archive, use the [path-to-archive]![relative-path] synta>



Administration

Elya Igor Alex

General Settings
VCS Roots
Report Tabs ~
Parameters
Connections 1
SSH Keys

Shared Resources
Meta-Runners
Maven Settings
Issue Trackers
Cloud Profiles
Clean-up Rules
Versioned Settings
Artifacts Storage
NuGet Feed

Suggestions

« Hide unconfigured

Last edited 4 days ago by admin
et

2 info items

+ Create new project report tab
Build Report Tabs

Tab Title

Code Coverage

Project Report Tabs

t "<Root project>

Actions « Go to project page

Report tab updated

+ Create new build report tab

Start Page

coverage.ziplindex.html

Tab Title Get Artifacts From Start Page
Pvs-Studio- ... Build (Latest Finished build, branch Filter: pvs.fullhtml/index.html Edit Delete
REPORT +1%)

3adukcupyem ycnenHy coopky u3 featurel:

Overview Changes Build Log
Result: ) Success
Time:

Branch: feature1

% This build is in your favorites

Help Feedback

Parameters

#101 (13 Nov 22 21:57)

Artifacts PerfMon

13 Nov 22 21:57:34 - 21:58:32 (58s)

TeamCity Professional 2022.04.4 (build 108763)

Run | ... Actions « Edit Configuration Settings v ﬁ
«® #100 All history Last recorded build
Agent: ip_172.17.0.1

Triggered by: you on 13 Nov 22 21:57

License agreement

) New version is available!




HOCMOTpI/IM CO3AaHHBIC OTUCTHI C aHAJIM30M KOJa CCPBCpa:

@ #101 (13 Nov 22 21:57)

Overview Changes Build Log Parameters Artifacts PerfMon

W This build is in your Favorites
v pvs.fullhtml
images

sources

index.html 1.98 KE
jquery-3.5.1.min.js 87.37 KB
script.js 4.58 KB

style.css

pvs.tasks 265 B

show hidden artifacts

Total size: 131.76 KB

Elya |gor Alex Edit Project Settings
Overview Change Log Statistics Current Problems Investigations Muted Problems Flaky Tests o Pvs-Studio-REPORT
Data was taken from Elya Igor Alex / Build, build 101 started at 13 Nov 22 21:57

PVS-Studio Analysis Results

Date: Sun Nov 13 21:58:31 2022
PVS-Studio Version: 7.21.64848.262
Command Line: plog-converter -a GA\:1,2 --renderTypes fullhtml -t taskiist -0 funtitied3/report/ pvs.log
Fails/Info: 1
4 Location 2 Level : Code 3 Message
a R Your license will expire in 5 days. Click ‘Renew’ to leam more or contact us at support@viva64.com




Teneps 3adukcupyeM cOOpKy ¢ omubOkamu u3 BeTku feature4:

Run Actions « Edit Configuration Settings v

O #164 (17 Nov 22 17:47)
Overview Changes Build Log Parameters  Artifacts  PerfMon «® #163 | Allhistory | Lastrecorded build
Result: © Exit code 1 (Step: Analize and ConvertAnalysisResults (Command Agent: ip_172.17.0.1
Line)) (new)
Time: 17 Nov 22 17:47:47 - 17:48:38 (51s) Triggered by: youon 17 Nov 22 17:47
Branch: featured

¥ This build is in your Favorites

© Build problems: 1 (1 new)
sisResults (Command Line))

nvertAnaly

exited wit

0"

License agreement

TeamCity Professional 2022.04.4 (build 108763)

Help Feedback
) New version is available!

Run ... Actions « Edit Configuration Settings v ‘

Last recorded build

©#164 (17 Nov 22 17:47)
« ) #163

Changes Build Log Parameters  Artifacts PerfMon

All history

Overview
% This build is in your Favorites
pvs.fullhtml
images
sources
index.html 3.62 KB
jquery-3.5.1.min.js 87
script.js 4.58 KB

style.css
pvs.tasks 967 B

pvs1.tasks
pvs2.tasks 811 8B

Total size: 146.89 KB



Elya |gOl' Alex Edit Project Settings

Overview Change Log Statistics Current Problems Investigations Muted Problems Flaky Tests Pvs-Studio-REPORT

Data was taken from Elya Igor Alex / Build, build 164 started at 17 Nov 22 17:47

PVS-Studio Analysis Results

Date: Thu Nov 17 17:48:37 2022

PVS-Studio Version: 7.21.64848.262

Command Line: plog-converter -a GA\:1,2 -renderTypes fullhtml -t tasklist -0 freport/ pvs.log
Total Warnings (GA): 3

Fails/info: 1

Location

Message
4

Your license will expire in 6 days. Click 'Renew/ to leam more or contact us at support@vivaé4.com

The code’s operational logic does not correspond with its formatting. The statement is indented to the right, but it is always executed. It is possible that curly

General Analysis function: brackets are missing

— Th i wT e the ) ) It 1 ‘delet
General Analysis mytcpservercpo25  High 611 Se:/g:e:mocy was allocated using ‘new T" operator but was released using the ‘delete [J' operator. Consider inspecting this code. It's probably better to use ‘delete
General Analysis mytcpserver.cpp:24 V799  The ‘server variable is not used after memory has been allocated for it. Consider checking the use of this variable.



